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What
is Penetration Testing

Penetration Testing is the process of simulating
real-world attacks by using the same techniques
as malicious hackers. Penetration Testing is one
of the most comprehensive ways for
organisations to develop an understanding of the
level of cyber security risk that they carry.
Understanding these risks allows organisations to
meet industry compliance and regulatory
requirements. Additionally, penetration testing
allows organisations to develop strategies for the
management and remediation of vulnerabilities
to reduce overall risk to their business and

sensitive data.

“Siege Cyber provided well written and easy-to-
read reports. The remarkable services provided by
the Siege Cyber team greatly increased the security

posture of our environment.”

Tim Moore, General Manager

PENETRATION TESTING
Services

v External Network Testing

v Internal Network Testing

v Web Application Testing

v Wireless Network Testing

v Phishing Testing and Awareness
Training

v' Monthly Vulnerability Assessments

Why choose

Siege Cyber

Our team has extensive Offensive
Cyber Security experience, holding
industry recognised certifications and
regularly contributing to the penetration
testing community.

We understand Australian business
requirements and are committed to
delivering the highest level of customer

satisfaction.



SCOPING - An initial meeting will be scheduled whereby
one of our experienced consultants will meet with you
CLI E NT to determine your security requirements

ENGAG E M ENT PLANNING — A proposal is developed detailing the

PROCESS specifics of penetration testing. Including
recommendations to ensure that industry specific

compliance requirements are met.

At Siege Cyber we believe that it is

important to keep our clients well informed
DISCOVERY - The penetration testing is
conducted to check for vulnerabilities in the
environment.

during the penetration testing process.

The penetration testing process is to use

multiple testing methods including both
REPORTING - Detailed findings outlining risk
level, impact and recommendations is delivered
attempt to gain access to the system and/or in a written report.

automated and manual testing in an

sensitive data stored on the system.

DEBRIEFING - Following the delivery of the report one
of our experienced consultants will meet with your
representatives to discuss outcomes of report and
remediation steps.

1300 799 154

www.siegecyber.com.au
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